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Historical Background
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Stage 1 — Ideas from MIT

e 1961 — Leonard Kleinrock — Packet Switching Theory
o 1962 — J.C.R. Licklider — “Galactic Network”

e 1965 — Lawrence Roberts & Thomas Merril — first WAN over a
phone line
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Stage 2 — Defense Advanced Research Project
Agency (DARPA)

e 1967 — Roberts — Paper proposing the ARPANET

o 1969 — Bob Kahn — Bolt Beranek and Newman get contract
to build ARPANET

o 1969 — Kleinrock (now at UCLA) — First node
e 1969 — Engelbart at Stanford — Second node

o 1969 — First RFC — Request for Comment — standard way to
propose and discuss network protocols

e \Work proceeds on protocols and applications
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Stage 3 — Growth of ARPANET

o 1972 — First public demonstration
e 1972 — Email intfroduced

e Email pushes the growth of the network
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Stage 4 — The Internet is Conceived

e Open-architecture network — individual networks may e sep-
arately designed and developed

e Each network can be designed in accordance with the spe-
cific environment and user requirements of that network

e NO constraints on the types of network that can be included or
on their geographic scope,

e ARPANET formed first network in the Internet

o 1972 — Kahn (now at DARPA) decides to develop a new pro-
tocol for this open-architecture infer-networking
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Four Principles of the Internet Protocol

1. Each distinct network would have to stand on its own and no in-
ternal changes could be required to any such network to con-
nect it to the Internet

2. Communications would be on a best effort basis. If a packet
didn’t make it to the final destination, it would shortly be re-
fransmifted from the source.

3. Black boxes would be used to connect the networks; these
would later be called gateways and routfers. There would be
no information retained by the gateways about the individual
flows of packets passing through them, thereby keeping them
simple and avoiding complicated adaptation and recovery
from various failure modes.

4. There would be no global confrol at the operations level.
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Stage 5 — The Internet is Born

e 1973 — Kahn and Vincent Cerf (Stanford) develop TCP/IP

e 1974 — Three independent implementations of TCP that could
iInfer-operate

e The Infernet is not designed for just one application, but as
a general infrastructure on which new applications could be
conceived

e The general purpose nature of the service provided by TCP and
IP that makes this possible.
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Stage 6 — New Technologies Spreads Internet

1973 — Metcalfe Ethernet — spread of LAN and many more
nodes

1975 — 100 nodes in the ARPANET (mostly DEC 10/20 (timeshar-
ing computers) in academic research CS departments

Mid-1970s — Low cost DEC VAX helps add many more nodes

late "70s early ‘80s — ARPA funds integration of TCP/IP in Berke-
ley Unix

VAX/BSD Unix leads to more rapid spread of TCP/IP to universi-
fies around the world

1980 — TCP/IP becomes a DOD standard

1983 — ARPANET fully converted to TCP/IP
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e 1983 — Paul Mockapetris/ Jon Postel (USC) — invent Domain
Name Server (DNS)
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Stage 7 — Transition to Widespread Infrastructure

e in Mid-/0s alternative closed networks developed

e USENET — AT&T Unix uucp protocol

e CSNET — NSF funded network for computer scientists
e Various other government funded networks

e Commercial networks — IBM SNA, Xerox XNS, DECNet

e 1985 — NSF requires universities to open up networks to receive
grants

e 1985 — NSF joins Infernet Activities Board to ensure interoper-
ability with ARPANET

Aron Trauring — Adj. Professor/ Zoteca 10



CUNY - SPS Course —- FOSS Security Tools for IT

e 1985 — DOE, NSF and NASA form co-ordinating committee to
share networking infrastructure

e 1988 — NFS paper Al Gore read
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Stage 8 — Commercial Infrastructure Begins

e NSF Acceptable Use Policy — NSF “"Backbone” for Research
and Academic use only

e Late Eighties — NFS encourages Commercial Backbones — PSl,
UUNET, ANS

o 1988-1995 — S200 million in NFS funding
e 1990 — ARPANET de-commissioned

e TCP/IP had supplanted or marginalized most other wide-area
computer network protocols worldwide
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Stage 9 — World Wide Web — Precedents

e 1960s — Doug Engelbart prototypes an "oNLine System” (NLS)
which does hypertext browsing editing, email, and so on.

e 1965 — Ted Nelson coins the word Hypertext in A File Structure
for the Complex, the Changing, and the Indeferminate

e 1967 — Andy van Dam and others build the Hypertext Editing
System and FRESS

o 1969 — Piers Anthony Macroscope — surfing the web for infor-
mation as a job!

e 1980 — Tim Berners-Lee — proposes a hypertext system of arbi-
tfrary nodes
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Stage 10 — The WWW is Invented

e Applications: Email, File Transfer Protocol, News, Mailing Lists,
Gopher

e New collaboration tool for researchers needed in high energy
physics

o 1989 — hypertext proposal from Tim Berners-Lee at Conseil Eu-
ropéenne pour la Recherche Nucleaire (CERN)

e Extension of Gopher and inspired by Ted Nelson Xanadu
o 1990 — TBL - First hypertext browser named WorldWideWeb
o 1991 — All components working and running at CERN

o 1992 — 50 web servers around the world and several browsers
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e 1993 — National Center for Supercomputing Applications
(NCSA) develops MOSAIC

e 1994 — Marc Anderseen “steals” MOSAIC code and forms
Netscape

o 1994 — Tim Bernays-Lee founds the W3C — WWW Consortium
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Stage 11 — The Internet as the Infrastructure of Society

e Billions spent in Dot-Com era make Internet mainstream in com-
mercial world

e 10% of Xmas sales now take place on Internet
e Over 56 million welbsites tracked by Netcraft

e 508 million people worldwide online (65% non-English speaking)
— Gloal Stats http://www.glreach.com/globstats/

e 313 billion web pages

e Tens of billions of emails sent every day
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Underlying Architecture
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Managing Organizations

e NO one runs the Infernet — Open architecture of distributed
networks

e Internet Society (ISOC) — private non-profit group ISOC http:

//Www.lsoc.orqg/

e 50 organization and 16,000 individual members in over 180
counftries

e Infernet Architecture Board (IAF) — infrastructure issues
e Internet Engineering Task Force (IETF) — TCP/IP protocol

e Infernet Assigned Number Authority (IANA) — IP Numbers
overdal
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e Regional Infernet Registries (RIRs) — AfriNIC, ARIN, LACNIC, AP-
NIC, RIPE NCC,

e World Wide Web Consortium (W3C) — industry consortium run
by MIT — welb standards

e Internet Corporation For Assigned Names and Numbers
(ICANN) — managing and co-ordinafting DNS
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Commercial Organizations

e Internet Service Providers (ISP) — sell connection to Internet to
individuals and companies

e Regional Networks — provide and maintain Internet access
within a geographic region

e Registrars — register domain names
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Four Layers of the TCP/IP Protocol “Stack”

1. Network Interface
2. Infernet Protocol
3. Transport

4, Application
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Network Interface

e Physical Layer
e Physical unigue address for each device

e Different transmission speeds and protocols
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Basic Network Components for a LAN

¢ Individual device connection — NIC, 801.11x device, modem
e Physical cable or wireless base station
e Hulbs

e Switch
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Types of Physical Transport in LAN

o Ethernet
e 801.11x

e Bluetooth
o Fiber

e Token RiNg
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Types of Physical Transport in WAN

e Dial up
o Ethernet
o DSL

o Cable

o GPRS

o G3

e Safellite

o T1
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e 13

e Fiber
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Internet Protocol

e Logical address — no IE no network communication

e IPv4 — 32 Dbits long: four octets of eight bits each —
4,294,967 ,296 addresses.

e Structured — A,B,C Networks
e Network — 192.168.1.0 (Subnet Mask 255.255.255.0)
e Individual computer — 192.168.1.45

o |[Pv6 — 128 bits — Structured (64 bits = physical layer address)

Aron Trauring — Adj. Professor/ Zoteca 27



CUNY - SPS Course —- FOSS Security Tools for IT

Basic IP Routing

e Routers — move fraffic fromm one part of network fo another
(standardize on IP address)

e Bridge — links LANSs
e Repeaters — boosts signals

e Gateway — links LANs to mid-level networks, or between larger
networks

e Mid-level networks — WAN (one organization), ISP regional net-
WOrks

e NAP — Network Access Point — link to main backbones (155
megabits/second)

e INnfernet2 Backbones — 9.6 billion bits/second
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IP Network Class

o A— 1-126 — supports 16 million hosts on each of 126 networks

e B— 128-191 — supports 65,000 hosts on each of 16,000 net-
WwOrks

o C— 192-223 — supports 254 hosts on each of 2 million networks
o D — 224-247 (Multicasting)

o E— 248-254 (Experimental)
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Private (Inside) IP Networks

e A—10.0.0.0 through 10.255.255.255
e B—172.16.0.0 through 172.31.0.0

o C—192.168.0.0 through 192.168.255.0
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IP Addresses

e 127.0.0.1 — "me, myself” — never leaves computer
o 192.168.1.124 — private (inside) network

e 64.110.168.5 — public (outside) address
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Classless Inter-Domain Routing (CIDR)

e A replacement for the old process of assigning Class A, B and
C addresses with a generalized network "prefix".

e Old system: network identifiers (or "prefixes") of 8, 16 or 24 bits
e CIDR: prefixes anywhere from 13 to 27 bits

e Blocks of addresses can be assigned to networks as small as 32
hosts or to those with over 500,000 hosts

e 32-bit IP address plus how many bits are used for the network
prefix. For example, in the

e CIDR address 206.13.01.48/25 — first 25 bits identify the unique
network; remaining bits identify the specific host (128 hosts)
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Other Important IP Protocols

e NAT — Network Address Translation

e DHCP — Dynamic assignment of IP
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Domain Names

e DNS — mapping between IP number and name
e LD — Top Level Domains
e /ONES

e Arbitrary number of sub-levels
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Transport

e Moving Packets

e Data broken up info parts which include dafa and “headers”
e Routers move data from client o server and back

e OOk af headers and defermine most efficient route

e Sometime stay within own network

e Otherwise move through a gateway

e Reassembled at other end

o TCP — with acknowledgment

e UDP — where speed is more important
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Application

e |P address + Port

e Each application has its own standard port

e Web — 80
e SSH — 22
e SMTP — 25

e Client-Server Model
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Core Applications
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Email

e First and most heaviest use application

e Email client for sending and receiving — Outlook, Thunderbird,
Evolution, Kontact

e Data broken up into packets and sent to server

e Attachments encoded - MIME

e Sent to destination via Mail Transport Authority (MTA) server
e Received by Local Delivery Agent (LDA)

e Accessed by POP or IMAP or proprietary server
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SMTP — Simple Mail Transport Protocol

e Client opens up conversation with SMTP server
e HELO

e My address

e Destinafion address

e Dafa — "Headers” + text

e End with ™"

e Next address

o QUIT

e Play with SMTP http://email.about.com/library/misc/
blspamlet.htm
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Open Source SMTP Servers

e Sendmaill
o PoOstfix

e EXim

e QmMail

e Courier

Aron Trauring — Adj. Professor/ Zoteca 40



CUNY - SPS Course —- FOSS Security Tools for IT

Routing Mail

e Using destination and DNS mail is sent from MTA to MTA via SMTP
e Gateway routes it internally

e MTA hands it off fo an LDA
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Local Destination Authority

e Mbox formaft

o Maildir folder/file format

e Proprietary formats

e Procmail most widely used open source LDA
e Courier Maildrop (Maildir formar)

e Who are valid email users

e Can create filters and rules
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SPAM

e Headers are meaningless and can be spoofed
e Email addresses are easily harvested

e SMTP is trivial protocol

e Add it all up and you got SPAM

e Name derives from Monty Python skit
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Blocking SPAM

e Don’t ever respond to removal requests
e Spam filters

e ESMTP — require authentication

e POP before SMTP

e Reverse address lookup
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Mail Download

e POP3 — Post Office Protocol Version 3 (download to client)

e IMAP — Intfernet Message Access Protocol Version 4 (mail sits
on server)

e Fetchmail — downloads email fromm another server and deliver
to a local mailbox on your system

e Proprietary
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o PoOstFix

e Courier (IMAP as well)
e Exchange

e Groupwise

o LOtus
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Email Lists

e Listserve

e Mailman
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Newsgroups

e Open discussion bulletin boards
e News feeds optionally carried
e groupname.subgroup...

e Yahoo/Google/MSN Groups — membership forums
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File Transfer Protocol

e Highly insecure
e Secure FTP

e Secure Copy

o WebDAV

e BitTorrent
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Chat

o IRC

e Instant Messaging
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Remote Connection

o [elnet
e SSH

o VNC
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Assignments

1. Live CD - play around with Linux

2. Security arficle of the week

Aron Trauring — Adj. Professor/ Zoteca 52



