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ifconfig

e Network sefup

e MAC address

o |P Address

o Network Address

e ipconfig in Windows
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ping
e Internet Control Message Protocol (ICMP) - Layer 1
e Ping - Packet Internet Groper
e |ICMP echo request and echo reply
e Tests: packet dropping, latency, DNS
e ping -f — flood
e PINg -N— NO dns

e piNg -S (packet size) — large packets used in Denial Of Service
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fraceroute

e Pings host with loop 1 to n ping TTL n

e Get information about where servers are physically located
and ISP

e fracert in Windows
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dig
e DNS lookup

e dig -Xx — reverse lookup

e dig (domain name) AXFR — domain fransfer
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whois

e Contact information for welbsite from reqistrars
e When want to contact about some security problem

e keep information limited in your own whois
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finger

e individual information

e usually not available
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ps
e Shows processes running on a system

e Check if something is running that shouldn’t be
e S A — all user processes

e S -AuX — with username

e DS -AUX | grep (searchterm) — search for a particular program
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Sam Spade

e Windows equivalent of the basic Unix network tools
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