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Install

e NMAP
e NMaApfe

e NfOP
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Nmap Command Line

e nmap [options] [1p—-range]

e Single IP address — 192.168.1.1

e List of IP addresses — 192.168.1.1,192.168.1.2
e RONgE — 192.168.1.1-192.168.1.10

e CIDR Notation—192.168.1.0/24
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Nmap Discovery Stage

e First find out which hosts in I[P range are active

e Use different type of probes to avoid firewall resfrictions and
different types of devices

e Goal of probes is to solicit responses which demonstrate that
an I[P address is actually active

e Default probe: TCP ACK packet for port 80 and an ICMP Echo
Request query to each target machine

e On LANSs use an ARP scan

e Can increase possibility of discovery by using many types on
different porfs

e Parficularly important in security audits
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—sL (List Scan)

e Lists each host of the network(s) specified, without sending any
packets to the target hosts. By default,

e Nmap does reverse-DNS resolution on the hosts to learn their
names

e Simple hosthnames often give out much useful information give
out.

e fw.chi.playboy.com is the firewall for the Chicago office of Play-
ooy Enterprises.

e NMmap also reports the tfotal number of IP addresses af the end.

e A good sanity check tfo ensure that you have proper IP ad-
dresses for your targets.
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e If The hosts sport domain names you do not recognize, inves-
tigate further 1o prevent scanning the wrong company’s net-
WOrK.
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-sP (Ping Scan)

e Only performs a ping scan (host discovery)
e then print out the available hosts that responded to the scan.

e No further testing (such as port scanning or OS detection) is
performed

e This is one step more intrusive tThan the list scan, and can often
e used for the same purposes.

e [T allows light reconnaissance of a target network without at-
tracting much aftention.

e KNnowing how many hostfs are up is more valuable to affackers
than the list provided by list scan of every single IP and host
name
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e Used to count available machines on a network or monitor
server availabillity.

e Often called a ping sweep: more reliable than pinging the
broadcast address because many hosts do not reply to broad-
cast queries.

e When sftrict firewalls are in place between the source host run-
ning Nmap and the farget network, using advanced tech-
niques is recommended.

e Otherwise hosts could be missed when the firewall drops probes
or their responses.
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-P0 (No ping)

e This option skips the Nmap discovery stage alfogether.

e Nmap attempts the requested scanning functions against ev-
ery farget IP address specified.

e Wasteful of network bandwidth but may be only option if up
against a strong firewall
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-PS [portlist] (TCP SYN PinQ)

e This option sends an empty TCP packet with the SYN flag set.
e The default destination port is 80
e An alternate port can be specified as a parameter.

e A comma separated list of ports can even be specified (e.Q.
-PS22,23,25,80,113,10560,35000)

e Probes will be aftempted against each port in parallel.
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—-PA [portlist] (TCP ACK Ping)

e Similar to the just-discussed SYN ping. The difference, as you
could likely guess, is that the

e TCP ACK flag is set instead of the SYN flag.

e Remote hosts should always respond with a RST packet, disclos-
INg their existence in the process.

e The reason for offering both SYN and ACK is to maximize the
chances of bypassing firewalls.

e Neffilter/iptables —syn option might block SYN ping probes (-PS)
e ACK probe cuts right through these rules.

e Neffilter/iptables system —state option might block ACK probe

Aron Trauring — Adj. Professor/ Zoteca 10



CUNY - SPS Course —- FOSS Security Tools for IT
e SYN probe is more likely to work against stateful firewall
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—PU [portlist] (UDP PinQ)

e UDP ping, which sends an empty UDP packet to the given
ports.

e If NO ports are specified, the default is 31338.

e Upon hitting a closed port on the target machine, the UDP
probe should elicit an ICMP port unreachable packet in return.

e This signifies fo Nmap that the machine is up and available.

e Many other types of ICMP errors, such as host/network un-
reachable or TTL exceeded or lack of response indicative of
a down or unreachable host. .

e Choose port highly unlikely o be in use, since if an open port
IS reached, most services ignore the empty packet and fail fo
return any response.
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e Primary advantage is that it bypasses firewalls and filters that
only screen TCP
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-PE; -PP; -PM (ICMP Ping Types)

e Standard packets sent by the ubiguitous ping program.

e Many hosts and firewalls now block these packets, rather than
responding as required by RFC 1122,

e Hence ICMP-only scans are rarely reliable enough against un-
known fargets over the Infernet.

e For system administrators monitoring an internal network, they
can be a practical and efficient approach.

e -PE option sends echo request.

e [imestamp and address mask queries are sent with the -PP and
-PM respectively.
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e Valuable when admins specifically block echo request packets
while forgetting that other ICMP queries can be used for the
same purpose.
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—-PR (ARP Ping)

e One of the most common Nmap usage scenarios is to scan an
ethernet LAN.

e On most LANs the vast majority of IP addresses are unused at
any given time.

e ARP scan puts Nmap and its optimized algorithms in charge of
ARP requests.

e If it gets a response back, Nmap doesn’t even need to worry
about the IP-based ping packets since it already knows the
host is up.

e ARP scans much faster and more reliably than IP-based scans.

e Is done by default when scanning ethernet hosts that Nmap
detects are on a local ethernet network.
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—n (No DNS resolution)

e Tells Nmap to never do reverse DNS resolution on the active IP
addresses it finds.

e Since DNS is often slow, this speeds things up.
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—R (DNS resolution for all targets)

e Tells Nmap to always do reverse DNS resolution on the target IP
addresses.

e Normally this is only performed when a machine is found to be
alive.
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Nmap Scan Types

e Once discovery is done want to do port scanning

e Nmap provides many different type of scan types

"Experts understand the dozens of scan fechniques and
choose the appropriate one (or combination) for a given
task.

Inexperienced users and script kiddies fry to solve every
problem with the default SYN scan. ™

e Six port states recognized by Nmap
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1. open

e An application is actively accepting TCP connections or UDP
packets on this port.

e Offen primary goal of port scanning.
e Each open port is an avenue for aftfack.

e Open ports also show services available for use on the network.

Aron Trauring — Adj. Professor/ Zoteca 20



CUNY - SPS Course —- FOSS Security Tools for IT

2. closed

e Accessible (it receives and responds To Nmap probe packets),
but there is no application listening on it.

e Can be helpful in showing that a host is up on an IP address
(host discovery, or ping scanning), and as part of OS detection.

e Because closed ports are reachable, it may be worth scanning
later in case some open up.

e Administrators may want to consider blocking such ports with a
firewall.
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3. filtered

e NMmap cannot deftermine whether the port is open because
packet filtering prevents its probes from reaching the port.

e The filfering could be from a dedicated firewall device, router
rules, or host-based firewall soffware.

e These ports frustrate attackers because they provide so liffle
information.

e Sometimes they respond with ICMP error messages such as
type 3 code 13 (destination unreachable: communication ad-
ministrafively prohibited)

e Filters that simply drop probes without responding are far more
common.
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e Forces Nmap 1o refry several fimes just in case the probe was
dropped due to network congestion rather than filtering.

e Slows down the scan dramatically.
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4. unfiltered

e A portis accessible, but Nmap is unable to defermine whether
it is open or closed.

e Only the ACK scan, which is used to map firewall rulesets, clas-
sifies ports into this state.

e Scanning unfiltered ports with other scan types such as Window
scan, SYN scan, or FIN scan, may help resolve whether the port
IS open.
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5. openlfiltered

e Nmap is unable to determine whether a port is open or filtered.
e This occurs for scan types in which open ports give no response.

e The lack of response could also mean that a packet filter
dropped the probe or any response it elicited.

e Hence Nmap does not know for sure whether the port is open
or being filtered.
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6. closed | filtered

e [his state is used when Nmap is unable fo determine whether
a port is closed or filtered.
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Caveats

e Hosts may be untrustworthy and send responses infended o
confuse or mislead Nmap.

e Much more common are non-rfc-compliant hosts that do not
respond as they should to Nmap probes.

e FIN, Null, and Xmas scans are particularly suscepftible to this
problem.

e Only one method may be used at a time, except that UDP
scan (-sU) may be combined with any one of the TCP scan

types.

e As a memory aid, port scan type options are of the form -sc,
where C is a prominent character in the scan name, usually the
first.
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e By default, Nmap performs a SYN Scan
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—-sS (TCP SYN scan)

e SYN scan is the default and most popular scan option

e Can be performed quickly, scanning thousands of ports per
second on a fast network not hampered by infrusive firewalls.

e SYN scan is relatively unobtrusive and stealthy, since it never
completes TCP connections.

e Also works against any compliant TCP stack rather than de-
pending on idiosyncrasies of specific plaftforms

e Allows clear, reliable differentiation between the open, closed,
and filtered states.

e Offen referred to as half-open scanning, because you don’t
open a full TCP connection.
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e Send a SYN packet, as if you are going to open a real connec-
fion and then wait for a response.

e A SYN/ACK indicates the port is listening (open), while a RST
(reset) is indicative of a non-listener.

e If NO response is received after several retransmissions, the port
is marked as filtered.

e The port is also marked filtered if an ICMP unreachable error
(type 3, code 1,2, 3,9, 10, or 13) is received.
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-sU (UDP scans)

e UDP scanning is generally slower and more difficult than TCP so
some security auditors ignore these ports.

e Exploitable UDP services are quite common and attackers cer-
tainly don’t ignore the whole protocol.

e Can be combined with a TCP scan type such as SYN scan (-sS)
to check both protocols during the same run.

e UDP scan works by sending an empty (no data) UDP header to
every targeted port.

e If an ICMP port unreachable error (type 3, code 3) is returned,
the port is closed.

e Other ICMP unreachable errors (type 3, codes 1, 2,9, 10, or 13)
mark the port as filtered.
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e Occasionally a service will respond with a UDP packet, proving
that it is open.

e If NO response is received after retransmissions, the port is clas-
sified as open | filtered.
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-sN; -sF; -sX (TCP Null, FIN, and Xmas scans)

e Exploit a subtle loophole in the TCP RFC 793 to differentiate be-
tween open and closed ports.

e Any packet not containing SYN, RST, or ACK bits will result in a
retfurned RST if the port is closed and no response at all if the
port is open.

e Aslong as none of those three bits are included, any combina-
tion of the other three (FIN, PSH, and URG) are OK,

e Null scan: Does not set any bits (fcp flag header is O)
e FIN scan:; Sets just the TCP FIN bit.

e Xmas scan: Sets the FIN, PSH, and URG flags, lighting the packet
up like a Christmas tree.
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If a RST packet is received, the port is considered closed, while
NO response means it is open | filfered.

The port is marked filtered if an ICMP unreachable error (type
3,code 1,2,3,9, 10, or 13) is received.

The key advantage to these scan types is that they can
sneak through certain non-stateful firewalls and packet filtering
routers.

Another advantage is that these scan types are a little more
stealthy than even a SYN scan.

Not all systems follow RFC 793 to the letter.

Another downside of these scans is that they can’t distinguish
open ports from certain filfered ones, leaving you with the re-
sponse open | filtered.
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—-sA (TCP ACK scan)

e Never determines open (or even open | filtered) porfs.

e |tis used to map out firewall rulesets, determining whether they
are stateful or not and which ports are filfered.

e The ACK scan probe packet has only the ACK flag set.

e When scanning unfiltered systems, open and closed ports will
both return a RST packet.

e Nmap then labels them as unfilfered, meaning that they are
reachable by the ACK packet

e Ports that don’t respond, or send certain ICMP error messages
back (type 3, code 1, 2, 3, 9, 10, or 13), are labeled filtered.
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-sW (TCP Window scan)

e Exactly the same as ACK scan except that it exploits an imple-
mentation detail of certain systems to differentiate open ports
from closed ones

e Examines the TCP Window field of the RST packets returned.

e On some systems, open ports use a positive window size (even
for RST packets) while closed ones have a zero window.

e Relies on an implementation detail of a minority of systems out
on the Internet, so you can’t always trust it.
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—s0 (IP protocol scans)

e Allows you to determine which |IP protocols (TCE ICMB IGMP
efc.) are supported by target machines.

e Thisisn’t fechnically a port scan, since it cycles through IP pro-
tocol numbers rather than TCP or UDP port numbers.
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Advanced Scan Types

e ——scanflags — Allows you to design your own scan by speci-
fying arbitrary TCP flags.

e —sT (Idle) — uses zombies
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Port Specification

e By default, Nmap scans all ports up to and including 1024 as
well as higher numbered ports listed in tThe nmap-services file
for the protocol(s) being scanned.

e -p <port ranges>— Only scan specified ports
e —p— — Scan all ports

e YOU can specify a particular protocol by preceding the port
numbers by T: or U:

e —F — you only wish to scan for porfts listed in The nmap-services
file which comes with nmap
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-sV (Version detection)

e When doing vulnerability assessments (or even simple network
inventories) you really want to know which mail and DNS servers
and versions are running.

e Having an accurate version number helps dramatically in de-
termining which exploits a server is vulnerable to.

e \ersion detfection helps you obtain this information.

e Affer TCP and/or UDP ports are discovered version detection
interrogates those ports o determine more about what is ac-
tually running.

e The nmap-service-probes database contains probes for query-
INg various services and matfch expressions to recognize and
paArse responses.
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e NMmap tries to determine the service proftocol, application
name, the version number, hosthame, device type, the OS
family and other miscellaneous details

e Most services don’t provide all of this information.

e When Nmap cannot match responses 1o its database, it prints
out a special fingerprint and a URL for you to submit to, if you
know for sure what is running on the port.
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—sR (RPC grinder)

e Used fo determine the RPC program and version numbers.
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-0 (Enable OS detection)
e OS detection using TCP/IP stack fingerprinting.

e Nmap sends a series of TCP and UDP packets to the remote
host and examines practically every bit in the responses.

e After performing dozens of fests Nmnap compares the results to
its nmap-os-fingerprints database of more than 1500 known OS
fingerprints

e Prints out the OS deftails if there is a match.

e Includes a freeform textual description of the OS, and a classi-
fication: the vendor name, underlying OS, OS generation and
device type

e If Nmap is unable to guess the OS of a machine, and conditions
are good Nmap will provide a URL you can use to submit the
fingerprint if you know (for sure) the OS running on the machine.
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e OS detection enables several other tests which make use of
information that is gathered during the process anyway.

e One of these is uptime measurement, which uses the TCP fimes-
tamp option (RFC 1323) to guess when a machine was last re-
booted.

e Anotheris TCP Sequence Predictability Classification. This mea-
sures approximately how hard it is fo establish a forged TCP
connection against the remote host.
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Timing and Performance
e Performance one of Fyodor’s highest development priorities

e Nmap utilizes parallelism and many advanced algorithms to
accelerate scans

e User has ultimate control over how Nmap runs.

e Expert users carefully craft Nmap commands to obtain only
the information they care about while meetfing their fime con-
straints.

e Omit non-critical tests

e Upgrade o the latest version of Nmap

e Opfimize timing parameters
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Firewall/IDS Evasion and Spoofing

"Many Internet pioneers envisioned a global open neftwork
with a universal IP address space allowing virtual connec-
tions between any two nodes. This allows hosts to act as frue
peers, serving and retrieving informatfion fromn each other.
People could access all of their home systems from work,
changing the climate control settings or unlocking the doors
for early guests. This vision of universal connectivity has been
stfiffed by address space shortages and security concerns.
In the early 1990s, organizations began deploying firewalls
for the express purpose of reducing connectivity. Huge net-
works were cordoned off from the unfiltered Infernet by ap-
plication proxies, network address translaftion, and packet fil-
ters. The unrestricted flow of informatfion gave way fo tight
regulatfion of approved communication channels and the
content that passes over them.”

e Nmap offers many features to help understand complex net-
works, and to verify that filters are working as intended.
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e Supports mechanisms for bypassing poorly implemented de-
fenses.

e One of the best methods of understanding your network secu-
rity posture is to try to defeat it.

e Companies are increasingly monitoring fraffic with intrusion de-
tection systems (IDS).

e All of the major IDSs ship with rules designed to detect Nmap
scans because scans are sometimes a precursor to attacks.

e Many of these products have morphed into intrusion preven-
tion systems (IPS) that actively block traffic deemed malicious.

e Attackers with patience, skill, and the help of certain Nmap
options can usually pass by IDSs undetected.
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"Occasionally people suggest that Nmap should not offer
features for evading firewall rules or sneaking past IDSs. They
argue that these features are just as likely to be misused
by attackers as used by administrators to enhance secu-
rity. The problem with this logic is that these methods would
still be used by attackers, who would just find other tools or
patch the functionality info Nmap. Meanwhile, administra-
tors would find it that much harder fo do their jolbs. Deploy-
INng only modern, patched FIP servers is a far more powerful
defense than frying o prevent the distribufion of tools imple-
menting the FIP bounce affack.”
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Output

e NMmap offers several output formats

e NMmap provides options for controlling the verbosity of output
as well as debugging messages.

e Ouftput types may be sent to standard output or fo named files,
which Nmap can append to or clobber.

e Output files may also be used to resume aborted scans.
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Five Output Formats.

1. The default is called interactive output, and it is sent tfo stan-
dard output (stdouft).

2. —oN <filespec> — Normal output, displays less runtime infor-
mation and warnings since it is expected to be analyzed after
the scan completes rather than interactively.

3. —oX <filespec> — XML output: can be converted to HTML,
eqasily parsed by programs such as Nmap graphical user inter-
faces, or imported into databases.

4, -oG <filespec> — simple grepable oufput which includes
most information for a target host on a single line (deprecated)

9. —0S <filespec> — sCRIiPt KiDDi3 OutPUt (humor)
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Nlog

e Perl scripts fo analyze log files

e Extensible
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Uses of Nmap

e Search for uncommon services

e Search for hidden web servers in embedded devices and work-
stations

e Search for unnecessary services on workstations
e Search for frojan horses (in high ports)

e Security audit from the outside
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